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ABSTRACT
The selection of lightning protection equipment will always remain within the cost versus
benefit, or risk management area. As more and more monitoring equipment becomes
electronic and microprocessor based, we need to have a better understanding of the ways
to protect it, and maintain the data flow.
Recent experience has shown that utilising the Australian Standard (NZS/AS 1768-1991)
Lightning Protection, in conjunction with a six-point plan, will go a long way to providing
total integrated protection for both structures and contents. However, no matter how much
protection is applied, damage due to lightning may still occur. For dam surveillance
instrumentation the aim ultimately is to protect the transducer ‘in the ground’ or ‘in the
dam’, because generally these instruments are inaccessible and non-replaceable without
prohibitive drilling and retrofitting costs.
The six-point plan was applied initially to designing lightning protection for a large, wellinstrumented RCC dam, completed in 1991. The protection proved to be not as good as
was hoped. The paper describes how the lightning protection at the dam was subsequently
developed. This experience, which has pointed the way to achieving a good level of
protection at a reasonable cost, has been applied to a number of other, instrumented dams.

INTRODUCTION
‘Lightning damage is sometimes obvious, especially when sensors and cable are accessible and can be
examined. At other times, lightning damage has to be deduced from symptoms such as electrical
leakage from conductors to ground, excessive electrical noise, and inconsistent readings. Problems
that were actually caused by lightning may only become apparent long after the lightning storm itself,
when it is difficult to establish lightning as the cause. When symptoms suddenly appear throughout the
system, the typical explanations for failure seem to be inappropriate or unlikely.’[Shoup]

The Nature of lightning
Thunderstorms occur under particular meteorological conditions, and partial separation of electrical
charges within a thundercloud results in a negative charge in the lower part of the cloud and a positive
charge in the higher part. Lightning is an electrical discharge between differently charged regions
within the cloud (cloud flash), or between a charged region, nearly always the negatively charged
region, and earth (ground flash). It is the ground flashes that can cause the problems for electronic
instrumentation.
Thunderstorm occurrence (and by implication, lightning activity) at a particular location is usually
expressed as the average number of days in a year when thunder is heard at the location. The resulting
information is given as an Average Annual Thunderday Map (Figure 1).
/
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Figure 1: Average Annual Thunderday Maps for Australia and New Zealand

Local topographic features may cause variations in the rate of occurrence of ground flashes. The
occurrence will be higher than average on high ground, e.g. ridges, and lower than average on nearby
lower ground. On a smaller scale, tall objects tend to direct lightning flashes to themselves. Most dam
operators will agree that dams and reservoirs seem to experience more than their fair share of lightning
activity.
A number of metropolitan areas in Australia experience between twenty and forty thunder days per
year, and some areas on the eastern and northern seaboards get considerably more (Figure 1). There
are many dams located near the metropolitan centres they serve; and it follows that lightning strikes
can be a major risk to instrumentation in the dams.
Whilst persons and equipment within a dam may be protected from a direct lightning strike,
circumstances may arise where the effects of lightning are transmitted into or within the dam by
various means, as described below, placing equipment and possibly persons at risk. Communications
and electronic equipment are particularly susceptible to damage from lightning and such damage may
occur at energy levels well below those needed to cause injury to persons.
There are three principal modes of entry of lightning into a dam or associated buildings which may
occur separately or in combination (see also Figure 4).
(a)

(b)

Directly: by the interception of lightning on exterior metalwork or other exposed conductors.
This is characterised by the full impulse energy being transmitted by the conductor. This can
involve very destructive impulse currents of 130 000 Amperes or more, with associated
extremely high voltages.
Indirectly: by the interception of lightning on other structures or services connected to the
dam, for example the electricity distribution system or telephone lines to the site. Such an
impulse is at a substantially lower energy level than for a direct strike, but may still be of a
high order, e.g. several thousand Amperes. The indirect mode is by far the most common
source of overvoltage surge

(c)

Inductively: by a lightning strike to the ground inducing a transient in conductors in the
ground or the dam or again in the electricity or telephone services to the site. This impulse
involves relatively low energy levels and is thought to occur less frequently than (b) above.

Fifty per cent of all lightning strikes in Australia involve a current flow greater than 30 000 Amperes
[AS1768-1991]. It is important for the instrumentation engineer to understand how this current flows.
We know it is a transient event, in other words it occurs quickly, but the way in which the current rises
to its peak is a vital consideration when specifying protection equipment. For example Figure 2 shows
a typical current waveform. The peak current of 30 000 amps is reached in one microsecond and the
current decays to half of its peak within 50 microseconds.
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Figure 2: Lightning Characteristics—Current Waveform

The Need for Protection
It should be noted that this paper does not concern itself with the protection of personnel in or on the
dam. For material on that aspect of lightning protection the reader is referred to the Australian
Standard for Lightning Protection, AS1768-1991
The delicate wiring and solid state components within modern electronic instruments cannot withstand
the induced voltages.
A typical strike that destroys an instrument can also leave pinhole punctures in cable jackets. Even
when the sensor is not destroyed, the pinholes in the cable jackets will allow the entry of water,
creating numerous other problems including instability through increased electrical noise.
Commonly routed cables can be damaged due to arcing between adjacent cables such as in trenches or
common bore holes.
The risk of damage is increased dramatically by lateral cable runs. Figure 3 shows a buried sensor
along with iso-voltage lines resulting from a lightning strike to a nearby tree. Each line represents a
voltage difference of 50 kV. Any cable not following an iso-voltage path may be exposed to large
voltage differences along its length. For example, if a sensor was 15 metres deep and approximately
30 metre away from the strike, the difference between voltage at sensor elevation and voltage at the
surface could exceed 30 to 40 kV.

Protection of Equipment
It is necessary to direct the induced voltages to a safe ground via an equipotential grounding system
and also install very fast acting, multi-stage surge protection.
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Figure 3
Overvoltage protection is achieved by using various types of surge protection devices, e.g. spark gaps,
gas-filled surge arrestors, or metal-oxide varistors, to prevent hazardous voltages being applied to
persons and equipment while allowing operating voltages to exist.
Although most modern electric or electronic sensors have some form of surge protection built in,
inevitably it is not sufficient for long-term protection, especially in areas of frequent strikes. For
instance, some vibrating wire piezometers are supplied with transzorbs (specialised zener diodes).
However tests on transzorbs have shown that they can burn out completely when overvoltages are
applied. Once burned out, no further in-built protection is available. It is therefore quite evident that a
multi-strike protection system is required. Only extremely fast-acting, solid-state devices that quickly
dissipate the power to a safer, low impedance ground point can do this.
There are many options for the provision of lightning and surge protection, from doing nothing to
surrounding sensors with a complete earth screen, at high cost. On the one hand no matter how much
protection is applied, damage due to lightning may still occur. On the other hand, damage and loss of
instrumentation will almost certainly occur with no protection or badly installed protection.
The selection of protection equipment will usually be based on a cost versus benefit compromise or
risk management approach. The authors have concluded that utilising the Australian Standard AS
1768 - 1991 for lightning protection, in conjunction with a six point plan of attack, will go a long way
towards providing integrated protection for the dam structure(s) and contents, while enabling
appropriate consideration of the costs and the benefits.
The six-point plan comprises:Point (1)

Capture the lightning strike on purpose-designed air terminals at preferred points.

Point (2)

Conduct the lightning current safely to ground without the danger of side flashing via
a purpose-designed ground conductor.

Point (3)

Dissipate the lightning energy into the earth with minimal rise in ground potential.

Point (4)

Eliminate earth loops and earth differentials that allow a portion of the current to pan
through equipment installations, by creating a low impedance, equipotential earth
system.

Point (5)

Protect equipment from surges and transients on incoming power lines to prevent
equipment damage and costly operational downtime and loss of data.

Point (6)

Protect equipment from surges and transients on incoming telecommunications and
signal lines also.

Figure 4: The Principles of Lightning Protection (Courtesy of ERICO Products Ltd)
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NEW VICTORIA DAM
New Victoria Dam is a roller-compacted concrete gravity dam located on Munday Brook,
approximately 20 kilometres east of Perth and serves the Perth metropolitan water supply system.
Construction of the dam was completed in 1991. It is 350 m long, 52 m high (Figure 5) and retains a
reservoir with a storage capacity of 9.2 GL. The dam is founded on granitic rock that is intruded by a
complex network of dolerite dykes. There is a grout curtain and foundation drainage. It is classified as
a high hazard dam.
The dam was the first roller-compacted concrete structure constructed in Western Australia.
Accordingly a higher than normal level of instrumentation was installed in the dam to help understand
the behaviour of the material (Figure 6).
The electronic instrumentation comprises:
•
•
•
•
•
•
•
•

A water surface level recorder
22 vibrating-wire electric piezometers at two cross-sections in the dam, some 45m apart, located in
the foundations, at the interface, and in the dam body.
A seepage weir float well
137 thermocouples and 23 resistance temperature devices (RTDs) located at two cross-sections, to
monitor internal concrete temperatures.
16 vibrating wire strain gauges in three assemblies.
A hanging pendulum monitoring x and y axes of the dam
Seven multi-channel dataloggers, daisy-chained
A modem for telemetry

As instrumentation people, points 1 and 2 from the six-point plan are out of our control as far as
primary services to the site are concerned and should be carried out by the site electrical personnel. In
practice, mains power supplies for instrumentation are usually provided on the dam sites via sub or
distribution panels. It is from these supplies that we are interested in applying action plan points 3, 4, 5
and 6 for our protection system (Figure 4).

Case 1: Protection from Lightning Strikes
The instrumentation was to be installed in stages during construction, and although thunderstorms are
rare during the summer construction periods, they can occur, and accordingly each instrument needed
to be protected as soon as it was located in position
As soon as construction of the dam wall started, a low impedance earth was established in accordance
with the recommendations of AS 1768-1991 (Point 3). This earth was to be the point to which all
instrumentation would eventually be connected i.e. the low impedance equipotential (Point 4). The
instrumentation earth was located so as to be completely separate and isolated from any power earths.
It had a measured resistance of less than one ohm.
As the instruments were installed progressively during construction of the lower sections of the dam,
they were temporarily connected to the instrumentation earth for protection until the permanent
monitoring stations could be installed.
The establishment of a low-impedance earth for dissipation of lightning energy was intended also to
eliminate the possibility of earth loops by enabling connection of all the instruments to a common,
low-impedance earthing point (Point 4).
The principal monitoring station was to be installed in the main gallery. As soon as this gallery was
completed, the data loggers were installed and attached in turn to the instrument earth. The loggers
were powered with a temporary solar panel power supply until mains power supplies could be
established following completion of the dam wall.
It is worthwhile spending time in evaluating the protection required for the individual sensors (see the
Appendix). Should one install cheap gas arrestors at only a few dollars per sensor or go to the opposite
extreme and install Level 3 data and signal line, transient and surge-protection modules at over $100
per sensor?
Previous experience with the protection of process instrumentation in treatment plants and at
reservoirs indicated that the cheaper gas arrestors could not be relied on to protect sensors indefinitely.
Sometimes after a lightning strike the gas arrestors either shorted, blowing fuses or power supplies, or
completely blew open so they could not conduct at a safe voltage level next time there was a strike.
Consequently the instruments were poorly protected against multiple strikes.
In the event, the more expensive Level 3 modules were chosen for New Victoria Dam.
Level 3 modules were fitted to all the electronic instruments except for the thermocouples and RTDs.
There being about 160 of these, it was not considered cost effective. In any case, it was argued,
thermocouples and RTDs are extremely robust and there was considerable redundancy.
Unfortunately with the first lightning strike at the dam each data logger that had a temperature device
attached blew up. The basics of lightning strikes had been forgotten. With over 20 kilometres of cable
in the dam, induced voltages were bound to occur and with no protection on the temperature devices
the lowest impedance path for the lightning induced surges was through the dataloggers to ground.
Investigation of the damage showed that the temperature sensors were still in good condition, but the
input multiplexers on every data logger attached to a temperature sensor had blown up.

In order to stop this occurring again it was necessary to find a cheap and effective solution, or have to
disconnect the thermocouples and RTDs from the dataloggers altogether. Thermocouples are very low
voltage devices (milli-volts) and RTDs are affected by any changes to circuit resistance. A noninvasive solution had to be sought. The solution was to use Shottky diodes in the configuration of
three per sensor and subsequently attached to the common instrument earth. The cost of this
arrangement was less than $3 per sensor. These devices are very fast acting, low power loss/high
efficiency special purpose power diodes.
This solution proved to be very effective and to date have there has been no further loss of data loggers
due to lightning surges.

Case 2: Protection from Voltage Surges in the Incoming Power Supply
Once the permanent monitoring stations were installed and mains power became available, it became
important to protect the electronic equipment from surges and transients on the 250V mains power
lines.
A range of protection devices can be specified, at increasing costs: Power Line Filters
Professional Series Filters
Power Line Conditioners
Standby Power Supplies
True, no-break, Uninterrupted Power Supplies
Again balancing cost versus effectiveness, high performance power line filters (PLFs) were specified
Each piece of equipment that ran off the 250V main supply was protected with its own PLF (Point 5).
As the data loggers were to be run from a common DC supply, via a transformer-rectifier unit, it was
decided that it would not be necessary to protect them with PLFs. It was assumed that the transformerrectifier unit would isolate any incoming voltage surges and therefore protect the loggers.
Unfortunately this proved not to be the case. Unexpectedly the transformer-rectifier unit burned out
and all seven data loggers’ power supplies burned out as well. The telemetry system was not installed
at that time and a month’s data was lost. Investigation showed that the mains supply, relayed to the
dam via the pump station, was operating at 265 volts and was subject to surges as the pumps switched
in and out.
The lesson learned was to protect everything connected to mains power supplies with surge protection.
Once the PLF protection for each data logger was installed there were no further problems. The supply
voltage for the pumps was restored back to its proper level.

Case 3: Protection from Voltage Surges on the Incoming Telephone Lines
The final stage of the instrumentation was to connect up the telemetry so that the dam surveillance
data could be downloaded remotely by a PC. This was done via a Telstra line connected to a modem
attached to the data loggers, which were daisy-chained.
The Australian Communications Authority (ACA - previously Austel) controls/approves all equipment
that is to be connected to Telstra lines. Equipment must therefore be compliant and be stamped with a
compliance number. Although Telstra provides lightning protection within their system, this can be
located a long way away from the equipment that is attached to the line. Accordingly it is preferable to
have protection as close to the instrument as possible. At the time of installation no modem protection
equipment that was ACA approved could be found. It was necessary to install the telemetry without
individual line protection, although a PLF was installed at the modem for power line protection.

The telemetry system worked well until the Telecom lines in the area had problems with lightning
strikes. There were three or four transient overvoltages within a six months period. At these times the
modem was inevitably corrupted (corruption of the profile string) which subsequently sent confusing
information to the data loggers and locked them up, and in one extreme case burned out the modem
altogether. Fortunately, within six months an approved fax guard came onto the market and once
installed reduced telemetry problems to only periodic telephone line breakdowns.

Conclusion
It is known that since final installation and commissioning of the instrumentation and telemetry at
New Victoria Dam in 1991/92, that there have been many lightning strikes in the vicinity or at the dam
(Rangers’ reports, telemetry failures and telephone line faults). However no sensors have been lost
and, since fitting the fax guard and other protection, there has been no known damage to any electrical
or electronic equipment due to lightning strikes. Similarly there has been no loss of equipment due to
power surges since installing the PLFs and no loss of any loggers from strikes near the temperature
sensors since installing the Shottky diodes.
This same approach has subsequently been utilised on a number of other dams with similar success.
With the advent of telemetry for remote areas via Mobile-Net and satellite phones a completely new
range of protection devices are required. However the same basic principles to quickly and safely
dissipate the power/voltage surges apply.
Each site is different. Different sensors may require different solutions and, no matter what one does in
the end, if the strike is in the wrong place sensors or equipment will be destroyed.
Even with a comprehensive protection system, periodic checking of the components is essential, as
with the very high power surges which can be experienced it is still possible to damage the protective
devices to the point where they are no longer operational.
To minimise losses it is far better to employ specialized technical assistance for the installation of
instrumentation (poor installation is a primary reason for instrument failure) and design of a
comprehensive lightning and surge protection system. If this is done perhaps the cry from dams
engineers “ We don’t need instruments - we can’t rely on the things any way” will no longer be heard.

Acknowledgments
The authors wish to acknowledge the prompt approvals from Slope Indicator Company Australia and
Critec Pty Ltd (Erico Products Australia) to use material from the publications referenced below.

References
“Australian Standard AS1768-1991/(NZS/AS1768-1991):
Australia/Standards New Zealand, 1991

Lightning

Protection”,

Standards

D W Shoup:”Sensors in the Real World, Protecting Geotechnical Sensors and Cable from Lightning
Damage”: Slope Indicator Company, Seattle, Washington, USA, (undated)
“Transient Protection and Power Conditioning, Risk-Benefit analysis for Management and
Operations”: Critec Pty Ltd Australia (Erico Products), Publication Number CR PN 10A, 1991

APPENDIX
SURGE PROTECTION DEVICES
Level 1 Transient Surge Protection
Provides basic protection for stable environments. It is basic, single-stage shunt protection. It uses gas
arrestor technology. It has relatively large energy diversion ability and the speed of response is fast
(microseconds) but not as fast as some solid state devices.
Level 2 Transient Surge Protection
Two-stage transient protection is suitable for non-critical applications. These units feature an in-series
installation of transzorb and gas arrestor combination. It has relatively large energy diversion ability
and a very quick response. However some of the pulse still gets through. This is a cost/performance
compromise.
Level 3 Transient Surge Protection
Three stage transient protection, which includes some filtering. It is used for difficult environments or
vital applications. The units feature a series installation of filter, transzorb, MOV (metal oxide
varistor) and gas arrestor hybrid. It has large energy diversion ability and very quick response. It
almost completely stops the transient within the surge rating of the unit.
Level 4 Transient Surge Protection
Three stage protection plus special filtering or design. Provides high performance protection for
critical applications. Features a series installation with three stages of clamping and higher
performance filtering.
Component

Gas arrestors
(gas filled
discharge tubes
Air Gap
Surge Relay
Carbon Gap
Zener Diode
Circuit Breaker
Fuses
Metal Oxide
Varistor (MOV)

Speed of
Response
Fast

(microsecs.)

Fast
Slow (millisecs)
Fast
Very Fast (picosecs)
Slow
Very Slow
Very Fast

Level of
Protection
(Sensitivity)
Fair

Energy
Handling
Capacity
High

Stability

Poor
Good

High
High

Poor
Good

Poor
Very Good

High
Low

Poor
Very Good

Fair
Good
Fair

High
High
High

Fair
Fair
Poor

Fair

It can be seen from the table that no one component provides all the answers and that often a
combination of components will be required.

